Abstract. With the development of global information technology and popularization of Internet, computer network security issues become the focus of attention. Data transmission on the network should ensure its confidentiality, the authenticity, integrity and non-repudiation. The only effective means of solving these problems is the use of modern cryptography. As the core technology of information security, encryption technology has got more and more people's attention. Application of cryptographic techniques as before, no longer confined to the military, political and diplomatic fields, its commercial value and social value began to be widely recognized.
The Overview of Encryption Technology
Encryption technology is the integrity, authenticity and reliability to ensure that the obtained data of electronic information, and the application of one or some mathematics, physics, electronic data storage and transmission of information in the process of protection and to prevent information leakage or tampering techniques. Information encrypted by the encryption system is to process the raw digital information (plaintext), in accordance with the encryption algorithm transforms the plaintext into digital information was completely different process.
With the computer network security is receiving increasing attention in order to protect the network security encryption technology also appears more important. Usually used in common computer network security encryption includes symmetric encryption and asymmetric encryption techniques.
Symmetric Encryption Technology. It is also called private key encryption technology, computer network security generally used in e-mail encryption, to ensure secure e-mail messaging. Its outstanding feature is that the information on the data encryption and decryption keys are the same, that the decryption key can be calculated from the encryption key, and vice versa. When the communication process to encrypt e-mail, e-mail sender first using an encryption algorithm (typically DES algorithm and IDEA algorithm) to encrypt the plaintext ciphertext, the ciphertext is then sent to the recipient via the network, the recipient receives the message after the ciphertext using the decryption algorithm to retrieve the original plain text, and ultimately makes the e-mail communication is completed. This encryption technology is simple and efficient, it is difficult to decipher, and it is more commonly used; however, there are also symmetric encryption technology can not verify the identity of the message sender and receiver sides simultaneously informed of key problems and other issues.
Asymmetric Encryption Technology. It is also known as public key encryption technology, refers to encrypt and decrypt the information using different keys of an encryption technology, computer network security in general is mainly used in digital signatures and authentication information exchange in the field. In an asymmetric encryption system, the key is decomposed into a pair (ie, public key and private key), which is the key in any one can be used as a public key (encryption key), by way of the non-confidential others open, and the other to be preserved [2] as a private key (decryption key). In the use of asymmetric encryption technology to network communications between the two sides authentication, the sender often use the public key to encrypt the plaintext addressee (usually with the National Bureau of Standards and the United States RSA algorithm proposed DSA algorithm) into ciphertext, and then send to the addressee, after receiving the ciphertext addressee, you must own private key to decrypt the information to obtain the plaintext. Because a private key is protected by a personal care, so after using this technology, the security of the computer network will be greatly enhanced, but also to ensure access to the user's identity information; however, due to the need for strong math program, so asymmetric encryption very slow, sometimes it takes several hours.
The Message Digest and Integrity Identification Techniques. Encryption technology has one message digest is information or text value. Hash it through a one-way encryption function will play a role and produce news. If the sender of a message using its own private key to encrypt the digest embodiment, it can be referred to as a digital signature of the message. If at the time of transmission of the message changes, the recipient after analysis summary comparison of the two, will be able to confirm the information is changed at the time of transmission. To some extent, a summary of information ensures the integrity of information transmission.
For the integrity of the identification technology which is to meet the requirements of confidentiality by identity, passwords, keys and other items of information on the implementation of identification data. Corresponding parameters set in advance, after the input feature, the system automatically its comparative analysis of information so as to realize the encryption and data protection.
Storage Encryption and Transmission Encryption Technology. In order to reduce or even avoid information leakage data generated in the reservoir when the information should be stored encrypted. Ciphertext storage and access control on the two forms of storage encryption technology, the former mainly through conversion of the encryption algorithm, and set an additional password encryption module and other forms of implementation. The latter are more inclined to qualifications and powers, to review and restricted by the user to identify and then make a judgment on its legality.
Line encryption and end-end encryption are two main forms of transport encryption technology, through the data stream of information during transmission encryption, data encryption to achieve the purpose. For line encryption, which means each line by setting a different encryption key encryption to achieve the effect, but the line encryption on the source and destination safely ignored, it became the line encryption drawbacks. For end encryption, which is the information automatically encrypted when the sender sends, and enter the TCP / IP information packet, then unreadable or unrecognized information data to the Internet, when the data information security reach their destinations after , it will automatically be restructuring, decryption, and readable information data is formed.
Key Management Encryption Technology and Confirm Encryption Technology.
For ease of use of the information data, in many cases the key information has become one of the data encryption means of expression. Thus, key confidentiality and became the main target of theft. There are media keys; magnetic tape, semiconductor memory, disk and USB flash drives. Key generation, distribution, storage, and other replacement and destruction of all sectors constitute the key management techniques. Confirm network information encryption technology is strictly limited by the scope of information in order to prevent information from being illegal counterfeiting, tampering or counterfeiting. A safe and feasible information program should be allowed to legally confirm the information recipient can verify the message received is authentic; in addition to the message sender cannot be issued their own denial. According to different purposes, specific information to confirm the system can be divided into message confirmation, identification and digital signatures. That is, if one of the key information encrypted data can only be solved with another key. After B with A's public key to unlock the information and data before it can be confirmed sources. This ensures that at the source of the sender of the message has a message to non-repudiation.
The New Development of Encryption Technology and Its Application in Computer Network Security
Encryption technology after years of development, no longer limited to only two kinds of symmetric and asymmetric encryption technology, and gradually more technological development to confidentiality. Here the main focus of new technology application of machinery to computer network security will be described on digital signature technology, information hiding technology and quantum cryptography wind.
Digital Signature Technology. Digital signature technology is the depth development of asymmetric encryption (public / private key encryption technology), to ensure the security of important information technology business transactions, often used in computer network security and e-commerce transactions to ensure corporate LAN security. On the application of e-commerce transactions in the field of digital signature technology commonly used RSA encryption and SSL protocol (now commonly SSL3.0) to improve the security of credit card transactions; secure digital signature can confirm the identity of the sender, because the digital signature You must use the private key and save the others not to copy, once they leave a record of participation in the information and transactions cannot be denied. Under the protection of this technology, the security of e-commerce transactions can be greatly enhanced, can be used for shopping and enter personal credit card information in a secure protected.
Information Hiding Technology. Information hiding is a similar encryption technology (to avoid the illegal theft of information) of the new development, its basic principle is to first use concealment algorithm embedded secret information hidden in the carrier, and then extract the information carrier and the recipient with the original hidden key so concealed information becomes explicit. This technique is commonly used on the intranet, in the company's internal information dissemination, while general information dissemination at all levels within the enterprise, but only to hide that information to get one or two people, and he (they) can use secret key to the hidden information extracted. The advantage of this technique is real-time, to avoid the second encrypted second information transmission and the potential safety problems; and because after the information is difficult to detect the hidden, so you can try to avoid attacks.
Quantum Cryptography. Quantum cryptography is quantum mechanics and cryptography combined with the product, the main application of quantum complementarity principle and quantum no-cloning theorem to manage key and the encrypted information data, which is the latest achievement encryption technology. The basic principles of quantum cryptography is the first information the sender encrypted information and the key exchange with the receiving party in the ciphertext transmission, once the eavesdropper to steal information, the information is encrypted quantum state will change, but this change is not available rehabilitation; and both receive and transmit the information can easily detect whether the information had been stolen [3] . Currently, quantum encryption technology is continually study, its application in computer network security is also not yet clear, but this technology will become the Terminator struggle between "confidential" and "theft".
Conclusion
With the popularity of the Internet, a computer network security has become related to each country, the vital interests of the company and personal things. Encryption technology is the protection of our critical security technology transfer and exchange of information across the network this open space, with the continuous progress of science and technology, encryption technology will gradually accurate and complete technology, which for the establishment of computer network security systems and Perfection is helpful.
